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1 Introduction

The adoption of financial technology has surged globally [7, 8, 21, 22]. Consumers increasingly rely on tools for financial
collaboration: from pooling resources toward common goals [23], facilitating collaborative financial management [15],
and receiving targeted assistance for economic challenges [1]. While prior work in the field of Human-Computer
Interaction (HCI) has analyzed various subdomains of digital financial interaction, and little attention has been given to
examining the technical makeup of how personal financial management applications share information between users.

Given that financial technologies have been consistently found to influence individual and household financial
behaviors [2, 4-6, 10, 13, 14, 16], codifying the mechanisms that underpin current financial system designs can illuminate
how collaborative financial technologies influence user agency, trust, and collaboration. Poorly designed sharing systems
may inadvertently enable financial surveillance or control [3, 9], heightening risks like account hijacking [18] and
eroding trust in shared finances.

In this position paper, we give a generalized overview of our discoveries we present in In the Balance: Insights from
Collaborative Financial Technologies (CHI’25) — an audit of 31 popular financial applications available in U.S. region that
codifies and contrasts how sharing relationships are modeled. Our findings reveal four key dimensions to financial
sharing: how the sharing relationship is established (origin), who is involved (relationship), what capacity they have to
control the flow of financial information (authority), and when this sharing occurs (dynamic). These dimensions have
considerable implications for the design of access control mechanisms and privacy features. Finally, we propose design
considerations to adapt current financial technologies, safeguarding against financial control, unwanted surveillance,

and secure financial accounts to encourage flexible interactions with digital finances.
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2 Methodology

To analyze how users experience low-level sharing mechanisms in financial applications, we designed a user journey
protocol that simulates how financial information can be shared in a dyadic social relationship. We created two fictional
users to model financial information sharing in an intimate partnership. One user is the designated sharer who first
registers for an account, while the designated receiver receives an invitation to participate in the sharing.

We obtained two research mobile devices, one for each user, and downloaded the application being audited into the
device. We recorded how sharing is introduced in the app and initiated with another user. We then examined how a
shared instrument is created, noting sharing settings and how a sharing relationship can be terminated. We performed
this protocol on 55 applications sourced from the Apple App Store and Google Play Store between 2023 - 2024 that
are listed as having sharing capabilities and available in the US region. Out of the 55, we completed the audit on 31

applications, unable to proceed on others due to reasons such as PII requirements (e.g. SSN) and paywall.

3 Sharing dimensions

Our analysis elicited four sharing dimensions, which we visit in turn.

Origin The dimension of Origin refers to where the shared financial information originates. We identify four sub-
dimensions: (1) Application-based sharing where shared data is generated solely within the application. (2) Financial
instrument-based sharing where data originates from a connected shared or joint funding instrument. This forces an
all-or-nothing approach to sharing: either connect the account and share all its data or avoid connecting it and share
nothing. (3) Hybrid sharing allows users to link a shared financial account while creating and sharing data generated
within the application. (4) Offline sharing describe applications that cannot link any financial instruments or connect

with another user through in-app functionality.

Relationship The dimension of Relationship refers to the varying interpersonal dynamics involved in sharing financial
instruments and data. The sub-dimensions are: (1) a single one-to-one relationship (1..1) for sharing, where a user shares
access exclusively with one partner. (2) Multiple, distinct one-to-one relationships (M(1..1)), where each sharing instance
remains one-to-one, but the user manages multiple independent connections simultaneously. (3) Multiple individuals
share information collectively within one group (1..M). (4) Multiple individuals share information collectively within

multiple groups.

Authority The dimension of authority refers to the delegation of specific (often security-relevant) privileges among
users in a shared relationship. We observed four common, non-exhaustive sharing patterns, which we will discuss in

the following section.

Dynamic The dimension of dynamic describes the permanence of a sharing relationship: (1) At-will sharing allows
individuals to modify, adjust, or terminate their sharing behaviors. (2) Enduring sharing often persists until a significant

event, such as the dissolution of an entity or formal termination, contrasting the transient nature of at-will sharing,

4 Common patterns of authority

(1) Collaborator that characterizes equal privileges for sharers and sharees at the space and entry levels. (2) Coordinator
where the sharer has greater privileges than the sharee, specifically at the space level. Only the person sharing
has administrative (‘admin’) control over the shared space, enabling them to perform high-level actions such as

adding/removing participants, assigning privileges, and even deleting the entire space. (3) Broadcaster where privileges
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are asymmetric, with the sharee acting as a passive observer. or (4) Creator has a a focus on the control given to authors
or ‘creators’. This attempts to strike a balance between individual control and shared authority, allowing structured

collaboration while maintaining ownership over individual contributions.

5 Designing financial collaboration

Reflecting on the sharing dimensions and patterns that we observed, we offer a few design recommendations for

improved financial collaborative technologies that we would like to discuss at Future of Money and HCL

5.1 Allowing of granular control

First of all, we observed that applications often lack simple mechanisms to terminate sharing. This is problematic for
users who are at greater risk of financial threats, such as survivors of intimate partner violence [3], sex workers [17],
and older adults [12], where easy termination is not merely a matter of convenience but of safety [18]. Since financial
convenience drives sharing in close relationships [20], it is crucial to design these applications with consideration of
the risk of abuse.

Second, we find that in certain sharing configurations, such as when shared data originates from joint accounts, there
is often no clear trail, digital or otherwise, indicating who performed specific actions. Providing users with granular
low-level controls, such as adjusting the transparency of transactions and accounts or severing a connected joint bank
account, could be a concrete way to promote accountability and equity in sharing.

Third, we identify the absence of mechanisms to ensure information integrity in many applications that demonstrate
collaborative authority patterns (Collaborator, Coordinator see Section 4). While these patterns appear to grant equal
privileges, they introduce challenges around the trustworthiness of contributions. Without features like change logs,
audit trails, or version backups, users have limited visibility into the changes made to shared financial data. Such designs
can cause conflict and subject them to abuse or deception. This highlights the need to rethink how action logs can and

should be implemented, potentially at the financial instrument level (Origin, see Section 3).

5.2 Developing testable patterns

Although valuable work has scrutinized various monetary sharing practices [11, 19, 24], the challenge remains in lacking
a frame of reference to compare and evaluate these systems. To address this gap, we introduce a shared vocabulary — a
set of dimensions and patterns — to describe and compare financial collaborative technologies.

Upon reviewing our audit results, it is unclear whether a ‘gold standard’ for such a sharing pattern exists. While
some dimensions are consistent across platforms, our results revealed no single, uniform user journey (Section 4).
Further work is needed to determine whether applications with specific qualities are more suitable for financial sharing
in complex social contexts. These sharing patterns are not merely practical design elements (e.g., Origin, Authority
in Section 3) but reflect underlying social and financial dynamics within relationships, influencing how technology
supports or hinders collaborative decision-making. It is our sincere hope that this vocabulary can serve as a reference
for future work, enabling comparative studies to identify which design patterns are most suitable for different financial
collaboration scenarios.

To meaningfully support activities in the everyday management of money, we need testable sharing patterns, beyond
the illustrative examples we have identified, by making applications and scenarios a central focus. We are enthusiastic
about the future potential of gathering feedback from designers and users alike to refine and expand these patterns.
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Such insights could shape financial technologies that foster equitable financial collaboration and promote user agency

and privacy.

6 The Authors
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